HAG is suitable for
you, if you wish to
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Nexus offers a unique, cloud-integrated solution - a virtual appliance that is
standards-based and independent of platform and device.

enable secure Nexus Hybrid Access Gateway unifies the best abilities of several proven solutions to
access, facilitate promote more flexible working solutions, while providing secure access for your
2FA and SSO, and employees, partners and customers beyond the boundaries of the corporate

have an easy-to- network.

integrate solution Nexus Hybrid Access Gateway (HAG) supports Bring Your Own Device (BYOD) with

functionality that is simple, secure and user-friendly.

HAG can help you '
secure

- Web Applications

- Web Services

- Cloud applications
- Cloud services

- Thick applications

Features

- Off-the-shelf support for a wide range of
two-factor authentication (2FA) methods,
such as mobile apps, one-time passwords
(OTP), smart cards, or software tokens.

- Cloud identity — a pluggable 2FA service for
online portals and cloud services.

- |dentity federation — the users’ electronic
identities and attributes are linked and
stored across multiple distinct identity

“

management systems.

- Single sign-on (SSO) — a user’s single

authentication token is trusted across
multiple IT systems or even organizations.

- Registration with existing enterprise IDs, in

for example Microsoft’s directory service
Active Directory.

- Ability to use elDs you issue to your

customers, employees, students, or citizens.
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The gateway supports a wide choice of
user-friendly 2FA and provides powerful
identity federation, enabling users to
log on just once to reach all managed
resources.

It creates exceptional security by
implementing four steps for your
protection:

= Authentication of user identity
= Authorization to access applications

» Access through an encrypted
connection

» Audit of user activity

Greater ease for users

Nexus Hybrid Access Gateway is
platform independent hence, there's no
need for application downloads or
installations on the client hardware. The
responsive web portal senses each
user’s device and optimizes to offer
consistent user-experience

Unification of Access

Nexus Hybrid Access Gateway provides a
single end-user view that can be set to
offer access to private applications such
as Facebook and Twitter, as well as to
enterprise applications deployed on the
enterprise network as cloud services. This
unified access approach means that risk-
appropriate authentication methods can
easily be deployed, all at once, with a few
simple configuration steps.

Greater security, less administration

Nexus Hybrid Access Gateway simplifies
your administration, while increasing
flexibility and choice. Communication is
encrypted for optimal security, and
strong authentication is ensured because
only authorized users gain access. A key
benefit of the solution is that no critical
information enters the user’s device and
nothing is stored on the device after the
session is completed.
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